
 
 

 
 

Increase in Cyber crime 

 

Introduction 

Cybercrime is a growing issue globally and in India. There are daily news reports of 

cybercrimes across India and really few are under the idea they're going to remain resistant to 

such crime. Cybercriminals use sophisticated and straightforward techniques to commit 

crimes; there's significant awareness of cybercrime and of got to create an infrastructure that 

protects against it. 

 

Cyber Crime Statistics are Alarming 

In India and globally, Symantec is the acknowledged leader in cyber security. A Symantec 

report published in January 2019 reveals that globally India is that the third least honest 

country on the web. The report reveals that over half of Indian adults have lied online. This 

means half of the Indian adults have lied on their social and professional networking sites as 

well as on other platforms. Clearly when of the many Indian adults online, half have created 

profiles that contain lies or profiles that are completely false, many, including employers, 

must have been duped in one way or another. 

The Symantec report reveals that over the last 5 years, there has been a 457% increase in 

cybercrime in India. India ranks third with respect to the number of cybercriminals living in 

the country and third in the number of cybercrime victims. 

Among Indian cities, most cybercrime takes place in Bangalore. This is likely because 

Bangalore features a significantly well-developed technology infrastructure. The city with the 

second-highest incidences of cybercrimes is Mumbai followed by New Delhi at a foreign 

third. The number of cybercrimes reported in Bangalore is almost 4 times that reported in 

New Delhi. 

 

Types and Instances of Cyber Crimes 

There are several kinds of common cybercrimes including DDOS, botnets, identity theft, 

cyber stalking, social engineering, and phishing attacks. 

Other forms of cybercrime include identity theft. In instances of identity theft, an individual’s 

may impersonate another for financial gain. Identity theft occurred at the number one 

university in India where an employee who had a legitimate university email address 

promised other jobs at the university in exchange for money. The racket was perpetuated for 

nearly 2 years without anyone noticing. The person responsible for the racket was 

apprehended only after he had stolen a significant sum from others. 



 
 

 
 

Installing malware and viruses on other's smart phones, laptops, desktops is another form of 

cybercrime. Malware is often wont to monitor a Smartphone, laptop, or desktop and steal 

information like passwords that grant access to bank accounts. Viruses can wreak havoc on a 

laptop, Smartphone, or desktop. There are daily news reports of cybercrime including 

instances when SIM cards are compromised and an OTP meant for the rightful owner of the 

SIM card is shipped elsewhere leading to an unauthorized withdrawal from the SIM card 

owner’s bank account. 

 

Companies need to be Aware 

The online world presents the maximum amount or more risk of theft and fraud because of 

the world. What makes online fraud especially dangerous for companies that hold vast 

quantities of customer data is that if such data falls into the incorrect hands, it can irreparably 

damage the company’s reputation. It’s alarming that a recent report revealed 69% of Indian 

companies face the danger of a cyber attack. This means an astoundingly sizable amount of 

Indian companies are in danger of cyber-attack and therefore the data and private information 

of their customers could also be easily compromised.  

Companies need to recognize that while storing data on the cloud offers many advantages, 

doing so also poses a huge number of security risks. Cybercriminals and hackers can gain 

access to data stored on poorly secured and sometimes even on well-secured networks. Stand-

alone systems used earlier weren’t vulnerable to similar security risks.  

 

Conclusion 

This is a digital era and especially, this Corona period has tremendously increased the 

digitalization. Strong attention is required for cybercrimes. The cyber cells should be 

increased to keep a check on cybercrimes. 


